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DETAILED ACTION 

1 . The instant application liaving Application No. 10/566,728 filed on February 2, 
2006 is presented for examination by the examiner. 

Examiner Notes 

2. Examiner cites particular columns and line numbers in the references as applied 
to the claims below for the convenience of the applicant. Although the specified citations 
are representative of the teachings in the art and are applied to the specific limitations 
within the individual claim, other passages and figures may apply as well. It is 
respectfully requested that, in preparing responses, the applicant fully consider the 
references in entirety as potentially teaching all or part of the claimed invention, as well 
as the context of the passage as taught by the prior art or disclosed by the examiner. 

Oath/Declaration 

3. The applicant's oath/declaration has been reviewed by the examiner and is found 
to conform to the requirements prescribed in 37 C.F.R. 1 .63. 

Priority 

4. As required by M.P.E.P. 201 .14(c), acknowledgement is made of applicant's 
claim for priority based on applications filed on August 4, 2003. 

5. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which 
papers have been placed of record in the file. 
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Information Disclosure Statement 

6. As required by M.P.E.P. 609, tine applicant's submissions of tlie Information 
Disclosure Statement dated February 2, 2006 is acknowledged by the examiner and the 
cited references have been considered in the examination of the claims now pending. 

Drawings 

7. The applicant's drawings submitted are acceptable for examination purposes. 

Claim Objections 

8. Claim 3 is objected to under 37 CFR 1 .75(c) as being in improper form because 
a multiple dependent claim should refer to other claims in the alternative only. See 
MPEP § 608.01 (n). Accordingly, the claim has not been further treated on the merits. 

Claim Rejections - 35 USC §112 

9. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

1 0. Claims 1 -2, 5 and 8 are rejected under 35 U.S.C. 1 1 2, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. The claims recite a "recording medium" which 
is not clearly defined in the specification, and thus the scope of the claim is not 
ascertainable by reference to the specification. Even though the specification provides 
plenty of examples of the recording unit being a DVD Drive (and so presumably the 
recording medium is a DVD), no such limitation is recited in the claims. For the 
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purposes of examination it will be assumed that the recording medium is any physical 
computer-readable medium. 

Claim Rejections - 35 USC § 103 

1 1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth In section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claims 1-2 and 4-1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent No. 4,907,275 (hereinafter "Hashimoto") in view of U.S. Patent No. 
5,392,351 (hereinafter "Hasebe et al."). 

As to claim 1, Hashimoto teaches a digital recording apparatus comprising: 

a data control circuit which receives a digital recording signal (Fig. 1, elements 17 

and 19); 

a memory which is capable of communicating information with the data control 
circuit (Fig. 1, elements 14 and 16); 

an encryption circuit which is capable of communicating information with the data 
control circuit, the encryption circuit encrypting the digital recording signal (Fig. 1 , 
element 4); and 



Application/Control Number: 10/566,728 Page 5 

Art Unit: 4148 

a recording signal processing circuit wliicli causes the data control circuit to 
control transmission of the digital recording signal (Fig. 2a, element 10, the CPU of the 
computer system); 

wherein when the digital recording signal needs to be encrypted, the encryption 
circuit begins to start up and the digital recording signal is transmitted from the data 
control circuit to the memory to be stored in the memory during start-up of the 
encryption circuit, and when the encryption circuit becomes capable of operation, the 
digital recording signal stored in the memory is transmitted via the data control circuit to 
the encryption circuit and is encrypted by the encryption circuit to be recorded in a 
recording unit (column 3, lines 1-15, since the purpose of a buffer is to store data after it 
is transferred but before it can be processed (either due to the circuit not having 
completed start-up or it is currently processing other data)), but does not specifically 
teach the recording unit which is controlled by the data control circuit, the recording unit 
recording the digital recording signal on a recording medium. 

However, Hasebe et al. teaches a recording unit which is controlled by the data 
control circuit, the recording unit recording the digital recording signal on a recording 
medium is well known and expected in the art (Fig. 4, element S6, column 9, line 66 to 
column 10, line 15, in order to record encrypted information on the storage medium it 
must inherently have a recording unit). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Hashimoto to record the signal on a 
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recording medium as in Hasebe et al. because this is a well known and expected 
addition to general purpose computers. 

As to claim 2, Hashimoto teaches a digital reproducing apparatus comprising: 

a data control circuit which controls the reproducing unit and outputs a 
reproduced digital recording signal (Fig. 2a, element 10, the CPU controlling every part 
of the computer system); 

a memory which is capable of communicating information with the data control 
circuit (Fig. 1, elements 14 and 16); 

a decryption circuit which is capable of communicating information with the data 
control circuit, the decryption circuit decrypting the digital recording signal (Fig. 1, 
element 4 and column 1 , lines 52-58, as substantially similar hardware and process is 
used for decryption the encryption circuit also acts as a decryption circuit); and 

a recording signal processing circuit which causes the data control circuit to 
control transmission of the digital recording signal (Fig. 2a, element 10, the CPU); 

wherein when the digital recording signal encrypted and recorded on the 
recording medium needs to be decrypted and reproduced, during start-up of the 
decryption circuit, the digital recording signal having been stored before start-up of the 
decryption circuit is outputted via the data control circuit, and when the decryption circuit 
is capable of operation, the digital recording signal read by the reproducing unit is 
transmitted via the data control circuit to the decryption circuit and is decrypted by the 
decryption circuit to be outputted (column 3, lines 1-15, since the purpose of a buffer is 
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to store data after it is transferred but before it can be processed (eitlier due to tlie 
circuit not having completed start-up or it is currently processing other data)), but does 
not teach a reproducing unit which reproduces a digital recording signal from a 
recording medium. 

However Hasebe et al. teaches a reproducing unit which reproduces a digital 
recording signal from a recording medium (column 9, line 66 to column 10, line 15, the 
reproducing unit comprising the "optical magnetic apparatus" for the appropriate 
medium of an "optical magnetic disk"). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Hashimoto to reproduce a signal from a 
recording medium as in Hasebe et al. because his is a well known and expected 
addition to general purpose computers. 

As to claim 4, Hashimoto teaches an encryption apparatus comprising: 

a storage unit which stores a digital signal (Fig. 1 , elements 14 and 16); 

an encryption unit which encrypts the digital signal (Fig. 1 , element 4); 

a determination unit which determines whether or not the digital signal needs to 
be encrypted by the encryption unit (Fig. 1 , elements 3 and 18, and column 6, lines 25- 
60, the logic circuit and the selector being the determination unit); and 

a control unit which controls the storage unit and the encryption unit in such a 
way that when the determination unit determines that the digital signal does not need to 
be encrypted, the digital signal is not encrypted by the encryption unit and the digital 
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signal stored in the storage unit is outputted, and wlien tlie determination unit 
determines that the digital signal needs to be encrypted, the digital signal from a time of 
the determination to a time when the enabling of the encryption unit is completed by the 
encryption key is stored in the storage unit and is encrypted by the encryption circuit to 
be outputted after the enabling of the encryption unit is completed (column 3, lines 1-15 
and column 6, lines 25-60, since the purpose of a buffer is to store data after it is 
transferred but before it can be processed (either due to the circuit not having 
completed start-up or it is currently processing other data)), but does not specifically 
teach an encryption key generation unit which generates an encryption key for enabling 
the encryption unit. 

However Hasebe et al. teaches an encryption key generation unit which 
generates an encryption key for enabling the encryption unit (column 4, lines 31-48, 
encryption being the role of the "vendor computer"). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Hashimoto to include a key generation unit 
as in Hasebe et al. because this increases security by keeping all steps of the 
encryption process inside a single computer. 

As to claim 5, Hasebe et al. teaches wherein the encryption key is generated 
from information read from a recording medium for recording the digital signal (column 
4, lines 31-48). 
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As to claim 6, wlierein wlien tine determination unit determines tliat tlie digital 
signal needs to be encrypted, the storage unit secures a vacant capacity larger than a 
capacity capable of storing the digital signal from a time of the determination to a time 
when the enabling of the encryption unit is completed by the encryption key is well 
known and expected in the art (e.g. U.S. Patent No. 5,303,302, column 3, lines 40-59, in 
particular the third recited embodiment discloses a standard method of ensuring enough 
space to avoid a buffer overflow, and as in the invention described in Hashimoto, 
column 3, lines 1-15, the buffer must be able to store sufficient data for it to be correctly 
processed). 

As to claim 7, Hashimoto teaches a decryption apparatus comprising: 

a storage unit which stores a digital signal (Fig. 1 , elements 14 and 16); 

a decryption unit which decrypts an encrypted signal of the digital signal (Fig. 1, 
element 4 and column 1 , lines 52-58, as substantially similar hardware and process is 
used for decryption the encryption circuit also acts as a decryption circuit); 

a determination unit which determines whether or not the digital signal needs to 
be decrypted by the decryption unit (Fig. 1 , elements 3 and 18, and column 6, lines 25- 
60, the logic circuit and the selector being the determination unit); and 

a control unit which controls the storage unit and the decryption unit in such a 
way that when the determination unit determines that the digital signal does not need to 
be decrypted, the digital signal is not decrypted by the decryption unit and the digital 
signal stored in the storage unit is outputted, and when the determination unit 
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determines that the digital signal needs to be decrypted, the digital signal from a time of 
the determination to a time when the enabling of the decryption unit is completed by the 
encryption key is stored in the storage unit and is decrypted by the decryption circuit to 
be outputted after the enabling of the decryption unit is completed (column 1 , lines 52- 
58, column 3, lines 1-15 and column 6, lines 25-60, the decryption process being 
substantially the same as encryption, and since the purpose of a buffer is to store data 
after it is transferred but before it can be processed), but does not specifically teach an 
encryption key generation unit which generates an encryption key for enabling the 
decryption 

However Hasebe et al. teaches an encryption key generation unit which 
generates an encryption key for enabling the decryption (column 4, lines 31-48, 
decryption being the role of the "user computer"). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Hashimoto to include a key generation unit 
as in Hasebe et al. because this increases security by keeping all steps of the 
encryption process inside a single computer. 

As to claim 8, Hasebe et al. teaches wherein the encryption key is generated 
from information read from a recording medium for recording the digital signal (column 
4, lines 31-48). 
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As to claim 9, wlierein wlien the determination unit determines that the digital 
signal needs to be decrypted, the amount of data of the digital signal stored in the 
storage unit is not less than an amount of data outputted from a time of the 
determination to a time when the enabling of the decryption unit is completed by the 
encryption key is well known and expected in the art (e.g. U.S. Patent No. 5,303,302, 
column 3, lines 40-59, in particular the third recited embodiment discloses a standard 
method of ensuring enough space to avoid a buffer overflow, and as in the invention 
described in Hashimoto, column 3, lines 1-15, the buffer must be able to store sufficient 
data for it to be correctly processed). 

As to claim 10, Hashimoto teaches an encryption method comprising the steps 

of: 

storing a digital signal (Fig. 1, elements 14 and 16); 

encrypting the digital signal (Fig. 1 , element 4); and 

determining whether or not the digital signal needs to be encrypted (Fig. 1 , 
elements 3 and 18, and column 6, lines 25-60, the logic circuit and the selector being 
the determination unit); 

wherein when the determination is that the digital signal does not need to be 
encrypted, the digital signal is not encrypted and the stored digital signal is outputted, 
and when the determination is that the digital signal needs to be encrypted, the digital 
signal from a time of the determination to a time when the function of encrypting is 
enabled is stored and is encrypted to be outputted after the enabling of the function of 
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encrypting is completed (column 3, lines 1-15 and column 6, lines 25-60, since tlie 
purpose of a buffer is to store data after it is transferred but before it can be processed), 
but does not specifically teach generating an encryption key for enabling a function of 
encrypting the digital signal. 

However, Hasebe et al. teaches teaches generating an encryption key for 
enabling a function of encrypting the digital signal (e.g. column 4, lines 31-48, 
encryption being the role of the "vendor computer"). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the Invention was made to modify Hashimoto to generate a key as In Hasebe 
et al. because this increases security by keeping all steps of the encryption process 
inside a single computer. 

As to claim 1 1 , Hashimoto teaches a decryption method comprising the steps of: 
storing a digital signal (Fig. 1, elements 14 and 16); 

decrypting an encrypted digital signal of the digital signal (Fig. 1, element 4 and 
column 1, lines 52-58, as substantially similar hardware and process is used for 
decryption the encryption circuit also acts as a decryption circuit); and 

determining whether or not the digital signal needs to be decrypted (Fig. 1 , 
elements 3 and 18, and column 6, lines 25-60, the logic circuit and the selector being 
the determination unit); 

wherein when the determination is that the digital signal does not need to be 
decrypted, the digital signal is not decrypted and the stored digital signal is outputted. 
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and when the determination is that the digital signal needs to be decrypted, the digital 
signal from a time of the determination to a time when the function of decrypting is 
enabled is stored and is decrypted to be outputted after the enabling of the function of 
decrypting is completed (column 1, lines 52-58, column 3, lines 1-15 and column 6, 
lines 25-60, the decryption process being substantially the same as encryption, and 
since the purpose of a buffer is to store data after it is transferred but before it can be 
processed), but does not specifically teach generating an encryption key for enabling a 
function of decrypting the digital signal. 

However, Hasebe et al. teaches teaches generating an encryption key for 
enabling a function of decrypting the digital signal (column 4, lines 31-48, decryption 
being the role of the "user computer"). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Hashimoto to generate a key as in Hasebe 
et al. because this increases security by keeping all steps of the encryption process 
inside a single computer. 

Conclusion 

1 3. The following prior art made of record and not relied upon is cited to establish the 
level of skill in the applicant's art and those arts considered reasonably pertinent to 
applicant's disclosure. See MPEP 707.05(c). 
U.S. Patent No. 4,368,357 (Gurak) 

"Development of combined HDD and recordable-DVD video recorder" (Nakane 
et al.) 
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Any inquiry concerning this communication or earlier communications from tine 
examiner should be directed to TRAVIS POGMORE whose telephone number is 
(571)270-7313. The examiner can normally be reached on Monday through Thursday 
between 8:30 a.m. and 4:00 p.m. eastern time. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Thomas Pham can be reached on 571-272-3689. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

U. P./ 

Examiner, Art Unit 4148 



/THOMAS PHAM/ 

Supervisory Patent Examiner, Art Unit 4148 
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